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1
Decision/action requested

This contribution concludes that there seems to be no real advantage forcing the multiple registrations to the same PLMN always use the same security context.
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3
Rationale

One issue under discussion in SA3 is whether the UE and network shall always use just one security context when registered on 3GPP and non-3GPP accesses in the same PLMN or is it possible to have different security contexts used on each leg. The are some immediate observations that can be made at this point:
a) The UE needs to support multiple security contexts that can evolve separately for the case of simultaneous 3GPP and non-3GPP access on different PLMNs
b) In terms of extra signalling, mandating a common security context can save both signalling for authentication runs and NAS SMCs. Of these the authentication runs are the much larger saving as the NAS SMC is just a roundtrip between the UE and AMF. The authentication signalling can be saved provided both security contexts can use keys derived from the same primary authentication.
c) Using one NAS SMC on one of the two available NAS connections to change both security contexts will add complexity. On the leg that is not used, there may be traffic that is inflight already and the UE will need to store the old security context for a while to be able to receive this (an individual leg it is assumed that NAS messages arrive in order). The AMF may also need to start receiving traffic on the new security context on the other access before it has received the NAS security mode complete. If it does not a coverage loss on one access during a NAS SMC may cause messages on the other access to be dropped. 
d) Using separate security context means that two security contexts may need to be sent during mobility, but this is only one per mobility context as normal. 
Overall, there does not seem to be a strong benefit from increasing the complexity of handling the security contexts to mandate that both access always use the same security context when registered in the same PLMN. Hence it is proposed that it is possible to use different security contexts (e.g. one with keys from a different primary authentication run) to protect the non-3GGP and 3GPP NAS signalling when the UE is registered in the same PLMN. 
4
Detailed proposal

It is proposed that SA3 agree with the following proposal:
Proposal: The UE and AMF may use distinct security context (i.e. ones that do not necessarily share the same KAMF) to protect each NAS connection (i.e. one security context per connection) when the UE is registered on both 3GPP access and non-3GPP access in the same PLMN.
